Annex 1: BYOD readiness assessment checklist
Complete this checklist during campaign design before platform selection and budgeting. 
	#
	Question
	Response
	Notes / comments

	Legal, policy and data protection

	1
	Does national law or the Data Protection Authority permit processing the relevant data categories on personal devices?
	☐ Yes
☐ No
☐ In progress
	

	2
	Has a Data Protection Impact Assessment been completed where higher-risk data are involved?
	☐ Yes
☐ No
☐ In progress
	

	3
	Has the BYOD policy been drafted, legally reviewed and endorsed by the NMP and implementing partners?
	☐ Yes
☐ No
☐ In progress
	

	4
	Has the policy been translated into the main campaign languages?
	☐ Yes
☐ No
☐ In progress
	

	Device landscape and requirements

	5
	Has a device census been conducted covering at least 80% of target campaign workers?
	☐ Yes
☐ No
☐ In progress
	

	6
	Do at least 85% of census devices meet the minimum specifications?
	☐ Yes
☐ No
☐ In progress
	

	7
	Has the application been tested on at least three representative low-end device models?
	☐ Yes
☐ No
☐ In progress
	

	Equity, inclusion and opt-out

	8
	Has digital literacy been assessed for the target campaign workers?
	☐ Yes
☐ No
☐ In progress
	

	9
	Has readiness been assessed disaggregated by sex, age, cadre and geography?
	☐ Yes
☐ No
☐ In progress
	

	10
	Is a loaner pool of at least 5% of the BYOD workforce budgeted?
	☐ Yes
☐ No
☐ In progress
	

	11
	Are opt-out alternatives documented and communicated to all workers?
	☐ Yes
☐ No
☐ In progress
	

	Connectivity, security and platform

	12
	Does the application function fully offline for all essential workflows, with 2–3 days of local storage?
	☐ Yes
☐ No
☐ In progress
	

	13
	Are app-level controls confirmed — encryption, authentication, role-based access and session timeout?
	☐ Yes
☐ No
☐ In progress
	

	14
	Can remote logout / de-authentication be confirmed for all enrolled device types?
	☐ Yes
☐ No
☐ In progress
	

	Cost and compensation

	15
	Has a full BYOD versus programme-owned device cost comparison been completed?
	☐ Yes
☐ No
☐ In progress
	

	16
	Is a reimbursement or compensation model defined and communicated before roll-out?
	☐ Yes
☐ No
☐ In progress
	

	Risk and implementation readiness

	17
	Have BYOD risks been assessed, with residual high or critical risks resolved or formally accepted?
	☐ Yes
☐ No
☐ In progress
	

	18
	Will BYOD be piloted with defined scale-up criteria before full roll-out?
	☐ Yes
☐ No
☐ In progress
	



	Summary

	Comments
	


	Readiness rating
	☐ Ready    ☐ Ready with gaps    ☐ Not ready

	Critical gaps to close before proceeding
	


	Completed by
	

	Date
	

	Reviewed by (NMP or IP focal point)
	



