Annex 4: Sample BYOD policy and terms of use for ITN campaigns
Replace all text in [brackets] with country- or programme-specific information before use. Legal review is mandatory before finalizing and distributing this policy. Translate into all languages used in the campaign area.
1. Purpose
This Bring Your Own Device (BYOD) Policy sets out the conditions under which personally owned mobile devices may be used to support the [Country] ITN campaign [Year] coordinated by the [Ministry of Health/national malaria programme] ("the programme"). The purpose is to enable the safe and effective use of personal devices for approved campaign activities while protecting programme data, workers and ITN recipients.

2. Scope
This policy applies to:
1. All staff, volunteers and contractors ("users") participating in the [Country] ITN campaign [Year] who use personal devices for campaign work
1. All personal smartphones, tablets or laptops enrolled to access campaign applications or campaign data

This policy does not cover back-end servers, hosting infrastructure or programme-owned devices, which are governed under separate ICT and data protection policies.

3. Definitions
	Term
	Definition

	BYOD
	The use of personally owned devices for approved campaign work under this policy.

	Personal device
	A smartphone, tablet or laptop owned by the user, not by the programme.

	Campaign application
	An approved digital tool used for campaign activities, such as household registration, distribution recording, supervision or stock reporting.

	Programme-owned device
	A device purchased and managed by the programme or an implementing partner.



4. Eligibility
A user may participate in BYOD only if all the following conditions are met:
1. The user is formally engaged in the campaign
1. The device meets the minimum technical and security requirements set out in Annex 2
1. The user has completed the required BYOD training or orientation as verified by the online post-test
1. The user has signed this policy and the BYOD enrolment and consent form in Annex 2

BYOD participation is voluntary. Workers who decline to use a personal device must not be penalized and must have access to an alternative arrangement. The programme may refuse, suspend or revoke BYOD participation at any time for security, legal or operational reasons.

5. Acceptable use
Users may use personal devices for approved campaign tasks only. These include (for example):
1. Household registration 
1. ITN distribution recording
1. Supervision and quality assurance checklists
1. Stock and logistics updates
1. Approved training and reference materials

Users may also use approved communication channels for campaign coordination with supervisors and colleagues.

Users must not use personal devices enrolled under BYOD to:
1. Share campaign data through unapproved applications or channels
1. Copy, export or store campaign data outside approved applications
1. Take screenshots of recipient lists, household data or any information containing personal identifiers
1. Allow unauthorized persons to access campaign applications or data
1. Harass, abuse or discriminate against recipients, colleagues or community members
1. Access illegal, harmful or inappropriate content using programme-funded data

Use of social media, streaming and other non-work services during campaign activities should be restricted where programme-funded data are provided.

6. Security requirements
Users must ensure that:
1. The device is protected by a PIN, password, pattern or biometric lock
1. The device locks automatically after no more than five minutes of inactivity
1. The operating system and campaign applications are kept up to date
1. The device is not rooted or jailbroken
1. Only approved campaign applications are used for campaign work
1. Campaign data are not copied, exported or shared outside approved channels

Where feasible, the programme may apply technical controls such as app-level security settings, work profiles or mobile device management tools.

7. Data protection and privacy
Users must collect and process only the data required for campaign activities, in accordance with programme procedures and applicable [Country] data protection law.

Users must not store campaign data in personal cloud storage, personal email, personal messaging applications or other unapproved locations.

The programme will:
1. Apply data minimization principles and collect only data necessary for campaign operations
1. Use the least intrusive technical controls necessary to protect campaign data
1. Avoid access to personal content on the device, except where permitted by law and strictly necessary to investigate a serious security incident

Workers will be provided with an approved oral consent script for communicating with households about which data are being collected, why they are needed, and who will have access to them.

8. Support, reimbursement and equipment
The programme will:
1. Provide training and basic technical support for approved campaign applications
1. Provide data or airtime support, or a defined allowance, for reasonable campaign-related use, in line with campaign procedures
1. Maintain a limited pool of programme-owned loaner devices for users without suitable personal devices or for fallback purposes

(Depending on policy decisions) full replacement of a lost, stolen or damaged personal device is not guaranteed. Any support provided will depend on programme rules, available resources and the documented circumstances of the incident.

9. User responsibilities
By participating in BYOD, users agree to:
1. Comply with this policy and related programme procedures
1. Keep their device secure, updated and in good working condition
1. Report lost or stolen devices, suspected data breaches and policy violations immediately
1. Allow the programme to remove campaign applications and data at the end of the campaign or engagement
1. Allow the programme to disable access or remotely remove campaign data in the event of loss, theft or a serious security incident

Users must not allow unauthorized individuals to use their device to access campaign applications or data.

10. Programme responsibilities
The programme will:
1. Communicate BYOD rules, risks and responsibilities clearly and in a language workers understand
1. Provide training materials and support contacts before the campaign begins
1. Apply this policy consistently and fairly across all users and cadres
1. Take reasonable steps to protect both campaign data and the privacy of workers' personal device content

11. Non-compliance
Failure to comply with this policy may result in:
1. Suspension or removal of BYOD access
1. Deactivation of campaign application accounts
1. Disciplinary action in line with applicable staff or volunteer procedures
1. Referral to relevant authorities where required by law

12. User acknowledgement
This form should be signed before device enrolment is completed and before access to campaign applications is granted.

	Field
	Response

	I, [Name], confirm that I have read and understood the BYOD policy and terms of use for the [Country] ITN campaign [Year]. I agree to comply with these requirements and understand the responsibilities associated with using my personal device for campaign work.
	

	Full name
	

	Position/role
	

	Organization (if applicable)
	

	Phone number
	

	Device make and model
	

	IMEI/serial number (optional)
	

	Signature
	

	Date
	




